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* LIMS

e Alaboratory information and management system (LIMS) is an IT application that
supports laboratory operations with regard to the administrative and coordinative
tasks of sample processing and with regard to the recording and evaluation of
diagnostic analysis data.

* BIMS

A BIMS is a data management system dedicated to support the specific operations
of a biobank.

e A BIMS will have a strong focus on donor consent management, collection and
sampling, preanalytical processing, storage, and access provision of samples.

* https://online.medunigraz.at/mug_online/wbAbs.getDocument?pThesisNr=59535&
pAutorNr=&pOrgNr=1#pagel7
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e LIMS generally refers to a system for a wide range of laboratories, whereas
a biobank information management system (BIMS) is designed for biobanks.
Each biobank may have specific needs and functionalities from a system
that fits their biobanking model and day-to-day operations.

 Jacotot L, Woodward M, de Montalier A, Vaglio P. Utilizing Modular Biobanking
Software in Different Types of Biobanking Activities. Biopreserv Biobank. 2022
Oct;20(5):417-422. doi: 10.1089/bi0.2022.0076. Epub 2022 Oct 5. PMID: 36201224;
PMCID: PMC9603250.

* Typical features of a biobank like donor consent management, long-term
storage, or sample access are typically not in the focus of a LIMS

* https://online.medunigraz.at/mug_online/wbAbs.getDocument?pThesisNr=59535&

pAutorNr=&pOrgNr=1#pagel7
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* Biobanks have been using commercial LIMS, custom in-house
databases or spreadsheets for many years, but systems have evolved.

* A laboratory information management system (LIMS) specifically
designed for biobanking is essential for the management and
organization of the complete life cycle of biological samples and their

associated data.
Jacotot L, Woodward M, de Montalier A, Vaglio P. Utilizing Modular Biobanking Software in Different Types of

Biobankir’lg Activities. Bi’opreserv Biobank. 2022 Oct;20(5):417-422. doi: 10.1089/bi0.2022.0076. Epub 2022 Oct
5. PMID: 36201224; PMCID: PMC9603250.
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* Such software has had to evolve to be sustainable and scalable as
biobanks store more samples and more data.

* In addition, there has been more demand for cloud-based options, and
data centers

* Specifically, for BIMS, functionalities have evolved during the course of
many years to manage much more information such as patient clinical
information, consent, analytical results, allowing different types of
sample collections (longitudinal studies, cohorts, and clinical trials),
batch work rather than small numbers of samples, as well as integration
with new and changing robotics or other medical software.

» Jacotot L, Woodward M, de Montalier A, Vaglio P. Utilizing Modular Biobanking Software in Different Types of Biobanking Activities.
Biopreserv Biobank. 2022 Oct;20(5):417-422. doi: 10.1089/bio.2022.0076. Epub 2022 Oct 5. PMID: 36201224; PMCID: PMC9603250.

2023/8/16



the International Society for Biological and
Environmental Repositories (ISBER) Best

Practices

 According to the International Society for Biological and
Environmental Repositories (ISBER) Best Practices, a
computer-based inventory system should be in place to
track the location and pertinent annotation of every
specimen in the Biobank

« Campbell LD et al. Development of the ISBER best practices for repositories: Collection, storage, retrieval
and distribution of biological materials for research. Biopreservation and Biobanking. 2012;10(2):232-233



IARC: Recommendations for Biobanks
o IT 24V EEE I E A SR R B E R R

* The biobank informatics infrastruc-ture needs to contain hardware and
software that are sufficient to address the functional requirements of the

biobank, record and store the infor-mation acquired during each biobank
process, and pro-vide an electronic method for records management.

* IT S S NVERECR IR RS S B T Bk 14 (traceability) » KEERZE
EHRFEM
* It Is Important that the hardware and soft-ware infrastructure is designed in

such a way that it not only meets these ca{acity and traceability
requirements but also meets the requirements for security, data protection,

and privacy.

» https://publications.iarc.fr/_publications/media/download/4492/b3c1b92bf3
005c6130939c65998e0209500/d90e.paf
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IARC: Recommendation for Biobanks
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 Although It Is not essentia

Import.
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for the specimen-asso-ciated data to be In
the same data-base as the biobank-specific data, it is important for
the clinical data to be easily accessible via a link or a regular

* There may be logis-tic concerns in directly accessing hospital IT
systems, and careful attention should be given to this during the
planning of the biobank IT Infrastructure.

* https://publications.iarc.fr/ publications/media/download/4492/b3c1b9

2bf3005c613h939c65998e02h95007d90e.pdf

2023/8/16


https://publications.iarc.fr/_publications/media/download/4492/b3c1b92bf3005c6f3b939c65998e02b95007d90e.pdf
https://publications.iarc.fr/_publications/media/download/4492/b3c1b92bf3005c6f3b939c65998e02b95007d90e.pdf

IARC: Recommendation for Biobanks
o ITRBAREZSHILCER ~ BHEESENSBERERE

* |t Is fundamentally impor-ant that there is a method to track each

sample throughout the bio-bank process and to document the actions
that have been carried out on the sample.

* In addition to IT software to re-cord the information at each point of
the biobanking process, there need to be software solutions to
docu-ment information about monitor-ng of storage infrastructure
and to report alarms about adverse events.

* https://publications.iarc.fr/ publications/media/download/4492/b3c1b9
2bf3005c6f3h939¢65998e02095007d90e.pdf

2023/8/16 9
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IARC: Recommendation for Biobanks

* As biobanking evolves in terms of the types of samples that are
coldected, archived, and stored and the downstream use of the
sam-ples, there continues to be a need to develop informatics tools
for the management of biobanks.

* On a larger scope, a laborato—+y information management system
(LIMS) enables the management not only of the biobank but also of
the entire sample life-cycle workflow.

 Options: Commercial, open-source, or developed in-house

. tth://puin_cati_ons._ia@‘r/ _publications/media/download/4492/b3c1hb9
201f3005¢6130939c65998e0209500/d90e.paf
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IARC: Recommendation for Biobanks

 The facilitation of scientific net-working is an important aspect of IT infrastructure.
Nettvv_orkbl_rigt can increase biobank use and therefore is an important element of biobank
sustainability.

 Publication of data on the Internet can greatly increase the visibility of the biobank and its
ability to participate in biobank net-works. If is recommended that a biobank develop a
website to pre-sent its operations to the scientific community, in addition to an online
cat-alogue with information on the nature, characteristics, and quality of its
biolog-cal samples.

« Networking to facilitate exchange and access to an increased number of samples requires
that bio-banks adhere to standards for use of samples and data to ensure seman-tic
Interoperability between different systems and different biobanks, and this in particular
presents a significant challenge for biobanking and IT sup—ort

o https://publications.iarc.fr/ publications/media/download/4492/b3c1b92bf3005c6f3b939c¢
boYY6e0.2pYo00 /dYle.pdT
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« The global laboratory information management system market size was

valued at USD 2.1 billion in 2022 and is expected to grow at a compound
annual growth rate (CAGR) of 6.74% from 2023 to 2030.

During the COVID-19 pandemic, the demand for 24/7 laboratory testing
services experienced a surge. Moreover, clinical laboratories were
operating at full capacity, which resulted in significant stress for the
laboratory personnel as well as the laboratory infrastructure. Such .
stressful environments are very undesirable, especially when laboratories
are equipped with a large number of dangerous chemicals capable of
causing biohazards every day.

This, in turn, is encouraginlg the implementation of LIMS solutions to
streamline workflows by global benchmarks.

https://www.grandviewresearch.com/industry-analysis/laboratory-

information-management-system-lims-market
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Al + Cloud

e Cloud-based LIMS
o [iEhs ~ FEHhFHEY

* Perhaps the biggest benefit of having your lab information management system based in the
cloud is ease of access.

* ZERA RN

* Keeping up with software changes, patches, and bugs was never easy, and was often too
much for organizations to do themselves, even with the best LIMS software on the market.

s e
* Security may be the single most compelling reason to switch to a cloud-based LIMS. Hackers

are constantly changing their tactics and it is almost impossible for an individual lab to keep
on-premise software up-to-date with all the latest security fixes and vulnerability patches.

* The cost of a cloud-based LIMS is normally less than an on-premise version.

* This is because on-premise LIMS require you to purchase servers and other IT hardware to
run the application. In addition, there are peripheral costs like IT staff, real estate,
environmental monitoring, and more that have to be accounted for in the on-premise model.
This makes the true cost of a cloud-based LIMS much lower than the on-premise alternative.

https://thirdwaveanalytics.com/blog/cloud-vs-on-premise-lims/
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Al + Cloud

e Al-driven:
« HEME -

« Logging samples into LIMS, for example, is generally a manual en_tr?/, with the exception of
barcode scanners and pre-created sample templates, where possible.

. EHRCRIMEEE | |
- Stability studies are expensive to run and can take several years to reach final conclusions.
« Aland ML could, with access to historical data, begin to be used to limit the size of studies

so they can focusona ’'sweetspot’ = of critical study attributes. Ultimately, this could

dr_ﬁma’ucally reduce study length by detecting issues’earlier and predicting when failure
will occur.

© EAGEEE | - | |
« ML could be used to monitor the audit trails of infarmatics systems and instrument

sl;q/stems In real-time and Al could report any out of the ordinary actions or result trends
thatdo not ‘look’ normal to managers.

. BRI S
« Using ML to review each new run, comparing it with previous runs and correlating with
system failures, could predict the need for pfeventative maintenance.

https://scimcon.com/2021/04/16/the-role-of-ai-and-ml-in-the-future-of-lab-informatics/

2023/8/16 14
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Method and system for implementing augmented reality (ar)-based
assistance within work environment
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Years in operation  Average operational costs Average IT costs IT%

Less than 1 year —

1-3 years $750,000
3-5 years $250,000
5-10 years $354,800

Greater than 10 years $2,239,215

$80,000
$57,500
$32,820

$59,367

10.7%
23.0%
9.3%

2.7%

* https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6479261/
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e LIMS 4.0 %‘ Ej:”‘j/\\\BK)bank ﬁg;gbf }&% Overall Personnel Distribution o]
. . Part-Time
- The foundation of Laboratory 4.0 is Admiistrative oo
automation PartTime o0 Staff
... ) . Technical Staff 3% 8% '
« Once itisin place, it supports the 18% g="" Bk
elimination of tedious, error-prone Fifios 18%
manual tasks. 8%

A LIMS should eliminate or
automate as many manual tasks as
possible so that sample entry,
processing, retrieval, and shipping Full-Time

may proceed more quickly and A e i
reliably. 6% Staff

39%
https://www.genengnews.com/resources/biobank-tailored-

lims-to-track-precious-samples-and-manage-data/

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC647

9261/
2023/8/16 18
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A EAE/ B

external stakeholders
(people/patients, funders,
and research customers)
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primary focus on the
number of
biospecimens and data
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BN ERIRDA R
* 95% of businesses cite the need to manage unstructured

data as a problem for their business.

- In a digitally powered economy like ours, only those with the right
form of data can successfully navigate the market, make future
predictions, and adjust their business to fit market trends.

« Unfortunately, most of the data we generate today is
unstructured, which means it comes in different forms, sizes, and

even shapes.
« Hence, it is difficult and costly to manage and analyze, which
explains why it is a big problem for most companies.

 In 2020, every person generated 1.7 megabytes per second
 https://techjury.net/blog/big-data-statistics/#gref

2023/8/16 27
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* https://datascience.nih.gov/sites/default/files/NIH_Strategic_Plan_for_
Data_Science Final 508.pdf
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* The fragmented way in which health data is acquired and held
makes it difficult for academia or industry to access and work
with health information.

 Different organizations each hold different layers of data,
with variable linkage across the full continuum of care. It's
a major challenge to find out where relevant data presides and

who to ask to get hold of it.

* https://home.kpmg/xx/en/home/insights/2018/11/four-lessons-the-
digital-health-data-race.html
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NEWS ‘ 16 February 2022 | Correction 16 February 2022

NIH issues a seismic mandate;: share

data publicly

The data-sharing policy could set aglobal standard for biomedical research, scientists

say, but they have questions about logistics and equity.

Max Kozlov

Yy f o

https://www.nature.com/articles/d41586-022-

,f_

00402-1

2023/8/16
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« InJanuary 2023, the US National Institutes of

Health (NIH) will begin requiring most of the
300,000 researchers and 2,500 institutions it
funds annually to include a data-
management plan in their grant

applications — and to eventually make their
data publicly available.

The mandate, in part, aims to tackle the
reproducibility crisis in scientific research. Last
year, a US$2-million, eight-year attempt to
replicate influential cancer studies found that
fewer than half of the assessed

experiments stood up to scrutiny. Efforts to
tally the cost of irreproducible research in the
United States have found that $10 billion to
$50 billion is spent on studies that use
deficient methods, a cost that is mostly
fronted by public funding agencies. 20
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NIH Policy for Data Management and Sharing
* NIH Policy for Data Management and Sharing

2023/8/16

Scientific Data: The recorded factual material commonly accepted Iin
the scientific community as of sufficient quality to validate and replicate
research findings, regardless of whether the data are used to support
scholarly publications. Scientific data do not include laboratory
notebooks, preliminary analyses, completed case report forms, drafts
of scientific papers, plans for future research, peer reviews,
communications with colleagues, or physical objects, such as
laboratory specimens.

Data Management and Sharing Plan (Plan): A plan describing the
data management, preservation, and sharing of scientific data and
accompanying metadata.

https://grants.nih.gov/grants/guide/notice-files/NOT-OD-21-

013.html#:~:text=0ctober%2029%2C%202020-,January%2025%2C%202023,-

Related%20Announcements
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* UK Biobank: e Qur Future Health
* 2006-2010: 500,000 A\ UZZE . R ES R SRR E

. . o - H R ZEFR B ZES008 A ©

AllOF US: (EI £ - 1,000,000A) . PEFEBERILLED N - U

* 2018 : BAMEK AIEES08 A -
e 732019 : 230,000 A\ 52K ZE « — (A EMEZELI0E {2 BEE U
e 42021 : 387,000 A\ 5ERV UL ZE 2 o
« $82023 : 1£683,000 A 5=k UL ZE « —EERANERMH S ELE LS B
https://www.nejm.org/doi/full/10.1 e
056/NEJMsr1809937

: . . https://ourfuturehealth.org.uk/news/our
https://www.sciencedirect.com/scie _future-health-reaches-500000-
nce/article/pii/S2666389922001817

https://www.researchallofus.org/

volunteers/
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Ethics UK BiObank Ewﬁﬁ% *ﬁZDﬁ

| o | | L —
The new UK Biobank Ethics Advisory Committee supersedes the Ethics and TE.

Governance Council 1. EGC - EACHX{‘% o

N A}
Anneke Lucassen, a professor of clinical genetics at Southampton University with extensive ethical expertise, has 2 . ’fﬁ}%;bii ) ) \ég EE El }$ﬁ
joined the Board of UK Biobank and will Chair its new Ethics Advisory Committee (EAC). Anneke will be joined on the = El i‘f N Y=z
EAC by Nick Ross, a well-known broadcaster, who has been involved in national bioethics and who has been closely J_\_‘ j( 7[;"& El/j E 7[‘,[» r Q’E’ L
involved with UK Biobank since its inception. Dr Susan E Wallace, Lecturer of Population and Public Health Sciences in === Q EEE[ .72?
the Department of Health Sciences at the University of Leicester, also joins the Committee. ; %jj )(& ifz

The function of the EGC was to:
-act as an independent guardian of the UK Biobank Ethics and Governance Framework (EGF) and advise on its revision;

-monitor and report publicly on the conformity of the UK Biobank project with the EGF;
-advise more generally on the interests of research participants and the general public in relation to UK Biobank.

Over the intervening years, the EGC has discharged this role and has made a considerable contribution to the UK Biobank
resource.

It became apparent that during this period UK Biobank had developed at a considerable pace and, as a consequence, the
EGC recommended that its oversight role would be more effectively discharged by better integration within UK Biobank as
an advisory committee of the UK Biobank Board. This recommendation has been accepted by the UK Biobank funders and by
the UK Biobank Board.

https://www.ukbiobank.ac.uk/learn-more-about-uk-biobank/governance/ethics-advisory-

committee
2023/8/16 34
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* Cloud Computing Policy(2017)

* In contrast to traditional computing undertaken on local servers and

infrastructure directly owned and managed by a research organisation, cloud
computing often entails the transfer and storage of data on systems managed
by a third party. Security controls are required to protect against unauthorised
access, data loss or theft, and these need to be proactively managed between a
research organisation and their cloud computing provider.

UK Biobank would expect that a research organisation’s intended use of cloud
computing services be reviewed by a senior representative of their internal IT
organisation and who can certify that security, privacy and all other IT
management requirements will be adequately addressed by the cloud
computing provider.

UK Biobank holds the research organisation fully responsible for any failure in
gvelgsiglf(\tdof using cloud computing services for storing or processing UK
iobank data.



=1 )

i - UK Biobank

u-LuT
aip
BT

| e S U 7 SR A

* Cloud Computing Policy (2017)

UK Biobank expects a minimum set of controls to be in place at the
research organisation, based on a security in-depth model, that includes
(but is not limited to):

* 3.7.1 preventing unauthorised access and sharing;

e 3.7.2 monitoring and audit of the infrastructure and employee access;
3.7.3 encryption of data both at rest and in transit (AES256
recommended);

* 3.7.4 conducting regular risk/vulnerability assessment and analysis.

UK Biobank would expect any reputable cloud computing services
provider to be certified to information security industry standards,
including (but not limited to) 1S027001, 1SO27017 and 1SO27018.
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biobank’

Enabling scientific discoveries that improve human health

UK BIOBANK

ACCESS PROCEDURES

Application and review procedures for access to the UK Biobank Resource

Version 2.0

(March 2022)

2023/8/16

B FACTORS AFFECTING ACCESS ..... 3
Bl  SCOPE OF APPLICATIONS 3
B2 MO PREFERENTIAL OR EXCLUSIVE ACCESS . 3
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All Of Us



Bring researcher to the data

* Advantages of this approach include:

1. Security: Significant centralized resources can be brought to bear to secure
copies of the data, and access can be more easily monitored and tracked by
removing data “handoffs”

* 2. Cost: This approach avoids the need to store multiple copies of the massive
dataset

» 3. Accessibility: Few groups have the infrastructure needed to support data
on this scale, limiting its utilization

4, Elasticity: provide a pool of compute resources for needs that vary over
time

https://www.cell.com/patterns/pdfExtended/S2666-3899(22)00181-7
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Authorized User

* |nitially, a data user’s institution must enter into an institutional data use
agreement with the All of Us Research Program for an individual to become an

authorized user.

« Once their institution has entered into the agreement, the individuals must take
the following steps to become authorized data users:

» Provide their identity to the All of Us Research Program.

» Provide consent for public display of their name and affiliations along with plain language
descriptions of their research projects.

* Provide consent for public release of name and affiliation if the RAB finds that they have
violated the DUCC.

« Complete the All of Us Responsible Conduct of Research Training, including modules on data
security and participant privacy awareness, and renew this training on an annual basis.

» Provide a signature that codifies that the user has read, understood, and agrees to abide by the
DUCC, and has completed the requisite training.



Data User Code of Conduct

 As an “Authorized Data User” of the All of Us

Research Program data, | will:

 read and adhere to the All of Us Research Program Core
Values.

» follow all laws and regulations regarding research involving
human data and data privacy that are applicable in the area
where | am conducting research.

 conduct research that follows all policy requirements and
conforms to the ethical principles upheld by the All of Us
Research Program.

https://www.researchallofus.org/faq/data-user-code-of-
conduct/
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4. Violations of the Data User Code of Conduct

The DUCC Compliance Review Policy lays out the process by which the RAB will evaluate violations of the
DUCC and recommend penalties. This process includes, but is not limited to, such stipulations as:

@ The RAB will determine whether a data user or group of data users have violated the DUCC and will notify
the All of Us Research Program of the violation.

@ The RAB may: O Notify the data user(s) of any violation of the All of Us DUCC.

O Determine whether any action by the data user is required to remedy the violation, and ensure that the data
user has taken the recommended actions.

(O Recommend that the Data and Resource Center (DRC) revoke and/or deny access of the data user to
all non-public All of Us data.

Recommend that the Data and Resource Center (DRC) post the name and affiliation, if applicable, of the
data user on a public All of Us Research Program webpage.

Based on the scope and impact of the violation, the All of Us Research Program may choose to employ
additional sanctions against the authorized user who has violated the DUCC.

https://www.researchallofus.org/faq/data-user-code-of-
conduct/
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All Of Us v. UK Biobank
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Different Stages of Biobanking

Main Focus

Number of |
~ Biospecimens

" Person Related |

Data

Biobanking 1.0

Quantity

Biobanking 2.0

Quality

Biobanking 3.0

External

Stakeholders

+++++

+++

++

++

+++

+H++
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Data
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" Stakeholder’s

Needs
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Daniel Simeon-Dubach Peter Watson, Biobanking
3.0: Evidence based and customer focused
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